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A. INTRODUCTION

A.1. Purpose

This document describes the process by which Trading Partners can export and back up their assigned
Digital Certificate for data exchange with the Los Angeles County Department of Mental Health. For
assistance with initial installation, please see the Digital Certificate Management — Initial Installation
Guide.

A.2. Disclaimer

This guide was written for Trading Partners using a windows operating system of Windows XP or higher.
If your organization is using Linux, Unix, 10S, or any other operating system, please contact your
organizations Information Technology group for support.
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B. EXPORTING THE CERTIFICATE

B.1. Accessing Certificates Manager Console

1. For Windows XP or higher click the Start menu
2. Click All Programs

3. Click Accessories

4. Click Run

1]

Calculator
B Command Prompt
¥ Connect to a Network Projector
B Connect to a Projector

1 Getting Started
= Math Input Panel

7 Motepad
@) coerrie Al Paint
. &, Remote Desktop Connection
..,_,I Calculator 3 Run I
1 i5]
® Al Programs I r'hl Snlppmg Toal
I P2

5. Type certmgr.msc
6. Click Enter

Programs i1}

"a certmagr

- See rnore results

Icertmgr.mscl I | Logoff | Ll
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The certificate manager console will appear.

7. Navigate to the folder Personal/Certificates from the Certificate Manager Console.

B certmgr - [Certificates - &In‘tnt U

File Action View Help

5| 20| a = Hm

¥ Certificates - Current User |
2

Personal

Trusted Root Certificati
Enterprise Trust
Intermediate Certificati|
Active Directory User O
Trusted Publishers

| Untrusted Certificates

Third-Party Root Certifij
Trusted People

Other People
Certificate Enrollment F
Smaart Card Trusted Roc

Object Type
| Certificates
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B.2. Locating and Exporting the Certificate
1. Locate the certificate issued for TEST or Production (PROD) to your organization by Los
Angeles County Department of Mental Health within the Certificates folder.
2. Right click the certificate (e.g., John Doe TEST)

ﬁ certmgr - [Certificates - Current User\PersonaPCertificates] Sy - — lﬂlﬂ
File Action View Help
o= H &=
'_E}] Certificates - Current User Issued To ‘ Issued By Expiration Date
4 Pv..erscl:lna_lf_ IﬁaJ John Doe TEST I Los Angeles County Department ... 1/14/2016
| Certificates =
[ K Los Angeles County Department ... 8/15/2015
| Trusted Root Certification Au hﬂJ fohnpoe POD J ty Dep 1
p || Enterprise Trust
_| Intermediate Certification Au

3. Click All tasks
4. Click Export

Open
Request Certificate with Mew Kew..
Copy Renew Certificate with Mews Key..,
Delet
i Advanced Operations k
Properties

Export..,

Help
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The Certificate Export Wizard will begin.

5. On the Export Private Key page select Yes, export the private key
6. Click Next

Certificate Export Wizard x|

Export Private ey
You can choose to export the private key with the certificate,

Private keys are password protected, If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want bo export the private key with the certificate?
% Yes, export the private key
" Mo, do not export the private key

Leam more about exporting private keys

<Back Next> 0 Cancel
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11. On the Export File Format page select Personal Information Exchange
a. Select Include all certificates in the certification path if possible
b. Select Export all extended properties

12. Click Next

Certificate Export Wizard E

Export File Format
Certificates can be exparted in a variety of file Formats,

Select the Format vou want ko use:
i
i

-

* Personal Information Exchange - PECS #12 (PF)

v Include all certificates in the certification path if possible
[ Delete the private key iF the export is successful

¥ Export all extended properties

Learn more about certificate File Formats

< Back “ Mexk = I Cancel

Note: In order to successfully reinstall the exported certificate these options must be selected.
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13. Enter and confirm Password in text boxes
14. Click Next

a different format.

Note: This password will be requested anytime the exported certificate is installed, or converted to

=

Certificate Export Wizard

Password

Type and confirm a password.,

Password:

Type and confirm password {mandatory):

To maintain security, you must protect the private key by using a password.

< Badk Mext > |

Cancel
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15. Click Browse

F e —

— T R T — =
Certificate Export Wizard = [ﬁ

File to Export
Spedfy the name of the file you want to export

File name:

Browse.,.,

< Back MNext = Cancel
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16. On the File to Export page, specify the location and file name to save the exported file.
17. Confirm the Save as Type: field is set to Personal Information Exchange (.pfx)
18. Click Save

- L S ]
[ Save As ﬁ
@Uv|! Desktop  » - | +4 | | Search Desktop o
Organize = Mew folder Bz - @l
3 £ -
A Favarites = MName Size Itermn type |
Bl Desktop [#% DMH Help Desk Support 1KB Internet Shortcut ‘
4 Downloads [#| LAC-DMH Integrated System 1KB Internet Shortcut

=] Recent Places L

= Libraries

m

l| Documents
J Music
1M Computer
& winT (C)
&3 DVD RW Drive (D)
# CBolanos {hclsxdfilel\homes) (H:)

o DATA(S) i - e
v e i | 3
[ T s L =
FICEEL T flohnDoeTest I -
Save as type: lPersonal Information Exchange (*.pfi) v]

= Hide Folders l Save I | Cancel |
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19. Click Next
Certificate Export Wizard ﬂ
File to Export

Specify the name of the file vou want to export

File name:

| C:\Users! TradingPartnerUser\Desktop) TradingPartner| pfx Browse. .

< Back Mext = Cancel
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20. Click Finish

Certificate Export Wizard ij

Completing the Certificate Export

Wizard
| ou have successfully completed the Certificate Export
= g i wizard,
=
: ‘Tyf‘ ‘You have specified the Following settings:
File Mame Ciilse
Export Keys Yes
Include all certificates in the certification path Yes
File Format Person.

< 3

< Back Finish Cancel

21. Navigate to the location specified and confirm the exported key.
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C. INSTALLING PRIVATE KEYS

1. Navigate to the location of the Private Key
2. Right click the file

Note: Private Key files have an extension of .pfx, and Public Key files have an extension of .cer

= = > =
@lel Desktop » - | 43 | Search Des
File Edit View Tools [Help|
Organize v = Open Burn Mew folder
- b ot %
45 Favorites s ——— B RN
Bl Desktop % JOHN DOE TEST.pfx 5KB Personal Informati...

4 Downloads

=] Recent Places

4 o Libraries

m

|| Documents
] .Ji Music
=l Pictures

i3 E Videos

4 /M Computer
b i WinT (C2)
' g DVD RW Drive (D)
I E8 CBolanos (Welsifilel\homeS) (F
b oy DATA (5

[ T o R Y K,

N Computer
—
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3. Click Install PFX

1031454013 1:55 Phd
Install PFX

WAE. pfc Persnnal Infarmation Exchange

T-Zip 3
gEdit with Motepad ++
Open with 2

i) Share in WebEx Meeting ¥

Restore previous wversions

Send to »

Cut
Copy

Create shortout
Delete

Rename

Properties
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The Certificate Import Wizard will begin

4. Click Next

Certificate Irmport Wizard ﬁ

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate trust

iy {'J‘__ lists, and certificate revocation lists From your disk to a
=1 cettificate share,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to prokect data or to establish secure network,
connections, & certificate store is the system area where
certificates are kept,

To continue, dick Mext,

Iﬂ Met = i Cancel
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5. On the File to Import page, verify that the path to the key is correct. If the path is incorrect,
click Browse and navigate to the correct key file.

6. Click Next
7. Onthe Password page, enter the password used to export the key file.
8. Click Next

|

Password

To maintain security, the private key was protected with & password,

Type the password for the private key.

! Password

|| Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[#] Mark this key as exportable. This will allow you to back up or transpart your

keys at a later time,

[¥] Indude all extended properties.

Bl

Learn more about protecting private keys

< Back |I Mext > ]l Cancel

Note: The settings above affect certificate behavior in the following ways:

- The Enable strong private key protection... option requires the password every time the certificate
is used.

- The Mark this key as exportable...option enables the private key to be backed up from the machine
where it is being installed.

- The Include all extended properties option enables extended properties to persist after reinstallation
of the certificate.

For more information on Importing Certificates and Certificate Extended Properties, please refer to the
following articles:
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376523(v=vs.85).aspx
http://technet.microsoft.com/en-us/library/cc776889(v=ws.10).aspx
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9. Select Place all certificates in the following store

10. Click Browse

Certificate Store
Certificate stores are system areas where certificabes are kept,

Windows can automatically select a certificate store, or wou can specify a location For
the certificate,
" Aukomatically seleck the certificate store based on the bype of certificate

I {* Place all certificates in the following store I

Cettificate store:
| Browse, ..

11. Select Personal folder

¥
Select Certificate Store [&J

Select the certificate store you want to use,

[ | »

----- | Trusted Hoot Certification Authorities
-/ | Enterprise Trust

------ | Intermediate Certification Authorities
... | Active Directory User Object

| Trueted Publichers :
1T} I

[] Show physical stores

DK J | Cancel
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12. Click Finish

Certificate Impart !M_;:arq _?_SJ

Completing the Certificate Import
Wizard

i The certificate will be imported after vou click Finish,

= ‘You have specified the Following settings:

szt Automatically determined by £
PFX
File Name Dnhcerts\ACME _Progranm_999¢

< 5

+ Back ‘ Cancel
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